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Abstract 

In recent years, several trust and reputation models 
have been proposed to enhance the security of mobile 
ad hoc networks. However, they either fail to capture 
evidence of trustworthiness within the limitations of the 
network, or introduce additional problems while 
capturing the evidence. In this paper, we propose a 
reputation-based trust model known as Secure MANET 
Routing with Trust Intrigue (SMRTI). In our model, 
the evidence of trustworthiness is captured in an 
efficient manner and from broader perspectives 
including direct interactions with neighbours, 
observing interactions of neighbours and through 
recommendations. SMRTI captures evidence from 
direct interactions with neighbours in order to identify 
their benign and malicious behaviours. It also captures 
evidence for misbehaviours by observing the 
interactions of neighbours. Lastly, the evidence 
captured from recommendations is used to summarize 
the benign behaviour of multi-hop nodes. Unlike other 
models, we adopt a novel approach to capture 
evidence from recommendations, which eliminates 
recommender’s bias, free-riding, and honest-
elicitation. SMRTI utilizes the captured evidence to 
predict whether a node is either benign or 
misbehaving. It then applies the prediction to enhance 
the security of communications depending on the 
decision policies, such as whether to send a packet to 
or forward a packet on behalf of other nodes. Finally, 
we demonstrate the performance of our model through 
simulation results. 

Keywords - Security, mobile ad-hoc networks, secure 
routing, intrusion detection, reputation and trust. 

1. Introduction 
A mobile ad hoc network (MANET) is a short-lived 

collection of heterogeneous mobile nodes, where nodes 
rely on each other to forward packets. Security is 
difficult to achieve in such networks as the network is 
not conducive to centralized trusted authorities. 

Although several secure routing models [1-5] have 
been proposed to defend against predefined attacks, 
they are vulnerable to dynamic attacks. The 
vulnerability is due to nodes failing to evaluate the 
trustworthiness of other nodes, and by not isolating 
misbehaving nodes. This has led to the development of 
trust and reputation models [6-15], which are based on 
the detection-reaction approach. In these models, a 
node captures evidence to quantify the behaviour of 
other nodes. The evidence is captured by monitoring, 
acknowledgements, and recommendations. The 
decisions such as whether to send a packet to, or 
forward a packet on the behalf of another node, are 
dependent on decision policies and evaluation of the 
captured evidence. 

Recent detection-reaction based models [6-15] have 
either failed to capture evidence of trustworthiness 
within the limitations of the network, or have 
introduced additional problems while capturing the 
evidence. They have also failed to define adequate 
decision policies to improve security, or to isolate 
malicious nodes. This is alarmingly apparent when 
evidence is captured from recommendations. The 
recommender is subject to honest-elicitation, when it 
forwards a high recommendation for a malicious node 
in order to avoid itself from being labelled with a low 
recommendation by the malicious node. A malicious 
node may also exhibit honest-elicitation by forwarding 
low recommendations for benign nodes, or high 
recommendations for colluding malicious nodes. The 
recommender is also subject to free-riding when it 
accepts recommendations from other nodes, but fails to 
reciprocate with recommendations when requested by 
them. Furthermore, the exchange of recommendations 
degrades the performance of the network by 
introducing additional overhead and complexity. 

In this paper, we propose a reputation-based trust 
model called Secure MANET Routing with Trust 
Intrigue (SMRTI) based on the detection-reaction 
approach. In our model, the evidence is captured in the 
following ways - from interactions with neighbours, 
observing interactions of neighbours, and through 

21st International Conference on
Advanced Information Networking and Applications Workshops (AINAW'07)
0-7695-2847-3/07 $20.00  © 2007

Authorized licensed use limited to: MACQUARIE UNIV. Downloaded on February 5, 2009 at 23:24 from IEEE Xplore.  Restrictions apply.



recommendations. The captured evidence is then 
quantified and represented as reputation ratings. 
Evidence from the interaction of neighbours is 
captured in order to identify the nodes that are likely to 
misbehave during an interaction. Unlike the related 
models [6-15], a novel approach is used in our model 
for capturing recommendations. This approach differs 
from related models, as it does not rely on the 
exchange of packets, or any additional headers for 
communicating recommendations. This enables 
SMRTI to defend against free-riding, and allows it to 
operate within the limitations of MANET. SMRTI is 
also able to defend against both honest-elicitation and a 
recommender’s bias as nodes do not exchange their 
ratings for recommendations. Further, SMRTI defines 
detailed decision policies for enhancing the security of 
communications and isolating malicious nodes. It 
enforces the policies depending on the trust evaluations 
of quantified evidence. 

The paper is organized as follows. In Section 2, we 
outline the assumptions and the context for our model. 
Then we present our trust model and describe its 
operation in detail in Section 3. Section 4 discusses the 
simulation results that validate the properties of our 
model and demonstrate its efficient performance. 
Finally, Section 6 gives some concluding remarks. 

2. Assumptions  
In this paper, we explore the design and architecture 

of SMRTI through the Dynamic Source Routing [16] 
protocol. Similar to other reputation and trust models 
[7-15], SMRTI captures evidence by monitoring the 
behaviour of other nodes. It also complements crypto-
based secure routing models [1-5] like other reputation 
and trust models [6, 7]. We assume the fellowship 
model [17] for defending against Denial of Service 
(DoS) attacks such as packet drop and flooding attacks. 
We leave the integration of secure routing model, 
fellowship model, and SMRTI for future work. We 
refer to the wireless range of a node as its environment. 
For ease of explanation, we define the sequence of a 
successful route discovery followed by data flow as a 
communication flow. In the following, we explain the 
operations of SMRTI over the DSR protocol within a 
node.  

3. SMRTI 
In our model, we define reputation as an ‘opinion’, 

where the opinion is based on the evidence captured 
from the behaviour of a node and is subjective. Trust is 
defined as an ‘expectation’ that a node will behave as 
predicted, and the factor influencing the expectation is 
the reputation held for that node. Hence, trust is 
subjective and the expectation only applies within a 

given context and time. Given that the expectation 
depends on the opinion, trust is established as a 
function of reputation.  

3.1. Overview 
As shown in Figure 1, SMRTI consists of two main 

components, detection and reaction.  
The detection component captures evidence to 

model the behaviour of other nodes. Evidence is 
captured from three different perspectives – direct 
interactions, observations, and recommendations. The 
evidence is then quantified based on the behaviour of 
node, and the context of event. Finally, the quantified 
evidence is represented as direct, observed, and 
recommended reputation ratings. The detection 
component performs the required operations through 
two modules, reputation-capture and reputation-
evaluation.  

The reaction component enforces the following 
decision policies, that is, whether -- to accept or reject 
a newly discovered route from a route discovery cycle, 
to record or discard a route from a forwarded packet, 
to participate or refrain from another node’s 
communication flow, to send a packet to or forward a 
packet on behalf of other nodes, and to consider or 
ignore evidence. The reaction component achieves the 
required operations through two modules, trust-
evaluation and trust-over-reputation.  

Given that discrete values can only provide a small 
set of possible values, while reputation and trust in 
MANET evolves continuously, both reputation and 
trust are represented by continuous real values [-1, +1] 
as in [7]. 

3.2. Reaction Component 
Let us assume that the direct, observed, and 

recommended reputations for all other nodes at a node 
is initialized to a default value, threshold-limit (∆). Let 
us consider the route S  O  X  N  C  D 
from the scenario in Figure 2, where S is the source 
and D is the destination for the communication flow. 
Nodes O, X, N and C are the intermediary nodes that 
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form the route from S to D. From here onwards, this 
scenario will be used to explain all the operations.  

3.2.1. Trust-Evaluation  
The type of trust evaluation performed at a node 

depends on the following factors – the position of 
evaluating node, the type of event, and the context in 
which the evaluation is invoked. Note that the 
evaluating node may be the source, destination, or an 
intermediate node in the route. Event types include 
route request, route reply, route error, and data flow 
events. The context is a combination of decision 
policies that are mentioned in Section 3.1.  

Let us consider the scenario in Figure 2, in which an 
intermediate node N has to decide whether to forward 
or ignore a received packet. Initially, the trust-
evaluation module at N extracts a list of nodes from the 
route. The positions of extracted nodes are as follows – 
source (S), destination (D), previous-hop (X), and next-
hop (C). The trust-evaluation module then confirms 
that the extracted nodes are not in the reject-list with 
respect to the corresponding communication flow. As 
later explained in Section 3.3, the reject-list contains 
those nodes that have misbehaved in a communication 
flow, which are excluded until the completion of that 
flow. If the extracted nodes are not in the reject-list, 
then the trust-evaluation module calls the trust-over-
reputation module to compute the trust for nodes: S, D, 
X, and C. The trust-evaluation module then computes 
the trust for packet by combining the trust values 
received for nodes S, D, X, and C from the trust-over-
reputation module.  
 
 

(1)

The trust computation ‘TN-Packetk(ta+1)’ for a 
packet ‘k’ by node N at time ‘ta+1’ is given in equation 
(1). ‘IN-List’ defines the importance given to the trust of 
an extracted node depending on the node’s position in 

the route. Finally, the trust-evaluation module forwards 
the packet only if the trust for the packet is at least the 
threshold-limit (∆). 

Let us explore the reasons for extracting nodes from 
the source, destination, previous-hop, and next-hop 
positions in the route. Trust is always computed for the 
source and destination nodes in order to evaluate the 
trust for communication flow. The trust for the 
previous hop is computed in order to ensure that the 
packet has been received from a trustworthy node. This 
reflects the expectation that the received packet is 
likely to be free from malicious action. Similarly, trust 
for the next hop node is evaluated to ensure that the 
packet is likely to reach the destination without being 
modified. Again, this is likely to be the case when the 
next forwarding node is trustworthy. 

Let us now consider the evaluation for the same 
context (whether to forward or ignore a packet) but at 
the source (S) of the packet. Since S is the originator, it 
extracts only the next-hop (O) and destination (D) from 
the route. Then S follows the same operations as 
mentioned above for forwarding the packet. To accept 
a received packet, the destination (D) also performs 
similar operations. However, it differs from 
intermediate nodes by extracting only the previous-hop 
(C) and source (S) from the route. Given that the 
context is the decision on whether to forward or ignore 
a packet (or to accept or reject a packet), the 
evaluations follow the same operations for all types of 
event. However, the route request event is an exception 
because it is a broadcast event. Hence, the next-hop is 
always unknown for the trust evaluations involving 
route request event. In the context of recording or 
discarding a route that is obtained from a route 
discovery or from a forwarded packet, the trust-
evaluation module computes trust for all the nodes in 
the route and then evaluates the trust for the route. 

3.2.2. Trust-Over-Reputation 
As mentioned earlier, the trust-over-reputation 

module computes trust for a node. Recall that trust is 
derived from the reputation ratings which represent the 
quantified evidence. Hence, all the three types of 
reputation (direct, observed, and recommended) held 
for a node is combined into an overall-reputation to 
represent the trust for that node. In equation (2), 
‘TNNodei(ta+1)’ represents N’s trust for ‘i’ at time ‘ta+1’, 

Σ IN-List = 1 

TNPacketk(ta+1)= ΣIN-List ∗ TNNodeList(ta)

List = {Src, Prev- hop, Next- hop, Dest} 

(a) Z overhears D forwarding   (b) Z overhears C forwarding  
Figure 3. Capture of observed reputation  

Figure 2. Route Discovery Cycle for DSR
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where ‘ωN-i
type(ta)’ refers to N’s reputation of type ‘r’ 

for ‘i’ at time ‘ta’. ‘UN-i
type’ signifies the utility of each 

reputation type during the trust computation for a node.  
 

(2)

3.3. Detection Component 
In this section, we detail the steps involved in 

capturing, quantifying, and representing the evidence 
as reputation ratings by using the reputation-capture 
and reputation-evaluation modules.  

3.3.1. Direct Reputation 
Direct reputation for a node is based on the 

evidence that is captured and quantified from one-to-
one interactions with the node. To capture evidence, 
the reputation-capture module verifies the overheard 
packet against copy of the packet stored in the packet-
buffer. A positive or negative value is assigned to the 
captured evidence, and referred as the new direct 
reputation depending on whether a match for the 
packet is found in the buffer or not. The new direct 
reputation is then passed on to the reputation-
evaluation module along with the identity of the node 
for which the stored direct reputation in the 
reputation-table has to be revised. 

A positive value, pos(event), is assigned for the 
captured evidence, only if the packet has not 
undergone any malicious action.  The magnitude of the 
value depends on the type of event. Alternatively, a 
negative value, neg(event, action), is assigned, if the 
captured evidence confirms a malicious action. Unlike 
the positive value, the negative value depends on both 
the type of event and the malicious action. In the case 
of a malicious action, the malicious next-hop is 
appended to the reject-list in order to be excluded from 
the corresponding communication flow. The 
reputation-evaluation module aggregates the new direct 
reputation into the stored direct reputation to arrive at 
the revised direct reputation. The revised direct 
reputation then becomes the stored direct reputation for 
future operations. The operation is summarized in 
equation (3), where ‘ωN-i

Direct(ta)’ is the stored direct 
reputation held for ‘i’ by N at time ‘ta’.  

 
(3)

Note that the evaluation of evidence is independent 
of the stored reputation. This along with the reputation 
limits (-1 and +1) prevents continual benign 
behaviours from concealing the future misbehaviours.   

3.3.2. Observed Reputation 
The notion of capturing evidence from the 

interactions of neighbours is inspired by social 
psychology. An individual’s behaviour in a society is 
observed whenever the individual deviates from the 
norm. In turn, it explains the psychology of observers, 
who are interested in taking note of individuals known 
for misbehaviours. The objective of observers is to take 
advantage of their observations, so that they can be 
cautious when they interact with individuals who are 
known for misbehaving. Note that the definition of a 
normal behaviour may be subjective from the 
perspective of an observing individual though a generic 
definition exists in terms of social laws. In addition, 
observers fail to consider the individual’s normal 
behaviours unless it is of direct benefit to them. 

Consider node Z in Figure 3 to understand the 
capture of observed reputation for node C. First Z 
overhears the packet forwarded by D to C, and then the 
packet forwarded by C on behalf of D. Node Z does 
not carry out further operations if C forwards the 
packet without any malicious action. From the 
perspective of Z, forwarding a packet according to 
DSR is normal behaviour. Further, it assists in 
counteracting colluding attacks. Otherwise, D and C 
may be exchanging dummy packets between them in 
order to increase their observed reputation at Z. 
However, Z assigns a negative value for C, if C 
performs a malicious action. The negative value is 
proportional to the type of event and the malicious 
action. Node C is appended to the reject-list for 
exclusion until the completion of the corresponding 
communication flow. The reputation-evaluation 
module later combines the new negative observed 
reputation with the stored observed reputation. 
Equation (4) presents the revised observed reputation, 
‘ωN-i

Observed(ta+1)’, for node ‘i’ by N at time ‘ta+1’. 

 

(4)

Note that a node not only loses its direct reputation 
at the previous-hop for misbehaviour, but also the 
observed reputation at all observing neighbours.  

3.3.3. Recommended Reputation 
For ease of explanation, the node that provides the 

recommendations is referred as recommender and the 
recommended node is referred as recommendee. In [6-
15], recommendations are communicated among nodes 

type = {direct, observed, recommended reputation}   
ΣUN-i

type = 1 

Σ UN-i
type  ∗ ωN-i

type(ta) TNNode i(ta+1) = 

ωN-i
Direct(ta+1) = 

min {1, [ωN-i
Direct(ta) + pos(event)]} 

   if ‘i’ is benign;  
max {-1, [ωN-i

Direct(ta) − neg(event, action)]}
   if ‘i’ is malicious; 

ωN-i
Observed(ta+1) = 

max {-1, [ωN-i
Observed(ta) − neg(event, action)]}

   if ‘i’ is malicious; 
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by forwarding explicit data packets or additional 
headers. In these models, the notion of forwarding 
recommendations corrupts the trust decisions. First, 
they lack well-analyzed approaches to determine the 
recommender’s bias accompanying the 
recommendation. Second, they fail to investigate 
whether the recommender exhibits free-riding and 
honest-elicitation. Even when these models do attempt 
to address these problems, they lack well-defined 
approaches to defend against those behaviours. In 
addition, the transmission of recommendations 
increases overhead and consequently degrades the 
performance of the network. 

In SMRTI, the reputation-capture module derives 
recommendations for a recommendee from the route 
contained in a packet, rather than requesting the 
recommenders to forward their recommendations as 
explicit messages, or additional headers. Recall that a 
recommender’s opinion for a recommendee can be 
deduced from an explicitly forwarded 
recommendation. Given that there has been no change 
in the deduced opinion, it is feasible to determine 
whether the recommender will forward or ignore 
subsequent packet received from the recommendee. 
Note that the above reasoning is applicable as the 
background for both forwarded recommendation and 
deduced opinion is same. In SMRTI, the reputation-
capture module derives recommendations by inversing 
the above reasoning. It deduces a node’s intention to 
forward or ignore a subsequent packet received from 
its previous-hop as the node’s opinion for its previous-
hop. Then it derives the deduced opinion as the node’s 
recommendation for its previous-hop.  

It is necessary to validate both the packet and route 
before deriving the recommendations, since the 
recommendations are derived from the route of a 
received packet. Recall that a node forwards a packet 
only if it trusts its previous-hop, next-hop, source, and 
destination for the packet. From the trust evaluation, it 
is evident that a node has to trust its previous-hop as 
one of the requirements for forwarding a packet. This 
condition also applies to the node’s previous-hop and 
to all the intermediate nodes up until the source of 
packet. Otherwise, the node’s previous-hop or any one 
of the intermediate nodes in the route would have 
ignored the packet for not meeting the trust evaluation. 
The reputation-capture module derives 
recommendations only once for a communication flow, 
that is during the data flow event. Otherwise, it may be 
deriving recommendations from a packet that has been 
maliciously modified and propagated during route 
discovery. This is because both direct and observed 
reputation-capture can only enlist malicious nodes into 
the reject-list apart from capturing the evidence, but 
cannot prevent the propagation of maliciously 

modified packets during route discovery. Enlisting the 
malicious node into the reject-list assures that the route 
containing malicious node is not chosen for the flow. 

Let us consider the scenario shown in Figure 2, 
where X unicasts a data packet to N, containing the 
route S  O  X  N  C  D. As mentioned 
earlier, N forwards the received packet, only if the 
packet passes all the trust evaluations. Subsequent to 
successful evaluations, the reputation-capture at N 
derives X’s willingness to forward the packet on the 
behalf of O, as X is recommending O. Similarly, it 
derives O’s willingness to forward the packet on behalf 
of S as O is recommending S. The process of deriving 
recommendations from the route terminates at S as 
there is no previous-hop for S. 

Let us consider the recommendation derived from X 
for O at N. First, the trust for X is computed using 
equation (2). Depending on whether N’s trust for X is 
at least the threshold-limit (∆), the reputation-capture 
module assigns a pre-determined positive (or negative) 
value for the derived recommendation. This only 
demonstrates N’s view on the recommendation derived 
from X for O. However, it does not differentiate the 
positive (or negative) recommendation from the 
positive (or negative) recommendations derived for 
other nodes. The differentiation is necessary because 
N’s trust for X need not be the same as its trust for 
other nodes. Hence, the positive (or negative) value 
(representing the recommendation derived from X for 
O) is scaled by N’s trust for X to arrive at the new 
recommended reputation for O. The scaling affirms 
that the derived recommendation is proportional to N’s 
trust for X. Finally, the reputation-evaluation module 
computes the revised recommended reputation for O 
by integrating the new recommended reputation into 
the stored recommended reputation held for O. The 
same procedure is then repeated recursively for the 
recommendation derived from O to S.  

In equation (5), ‘ωN-O
Rec(ta+1)’ is the revised 

recommended reputation for O by N at time ‘ta+1’, 
where ‘TNNodeX(ta)’ is the trust held for X by N.  

 

(5)

In summary, the proposed approach prevents a 
node’s opinion from being corrupted by the 
recommender, and this in turn facilitates the node only 
to believe itself. Hence, it better resolves the issues 
concerned with the recommender’s bias accompanied 
with the recommendation. Since the recommenders do 
not forward their opinions they are prevented from 

min {1,[ωN-O
Rec(ta) + TNNodeX(ta) ∗ pos(action)]}

   if ‘TNNodeX(ta)’ ≥ ∆;   
min {1,[ωN-O

Rec(ta) - TNNodeX(ta) ∗ neg(action)]}
   if ‘TNNodeX(ta)’ < ∆;   

ωN-O
Rec(ta+1) = 
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exhibiting both honest-elicitation and free-riding 
behaviours. 

4. Simulation Results 
We used NS-2 and evaluated our trust model in the 

absence of a secure routing protocol, in order to 
understand its performance against modification 
attacks. The mobile nodes which do not have SMRTI 
are called as DSR nodes. The mobile nodes with trust 
model enabled are known as SMRTI nodes. The nodes 
that perform modification attacks are called malicious 
nodes. We summarize the parameters used in the 
simulations in Table 1. 

The simulation scenarios considered for 
performance evaluation follow. We have evaluated 
packet delivery ratio (PDR) for the scenarios. The PDR 
is defined as the average ratio of total number of CBR 
data packets received by destination to the total 
number of CBR packets sent by source. 

Scenario I - The scenario analyzes the 
performance of SMRTI and DSR nodes against 
varying proportions of malicious nodes.  

Scenario II - The proportion of malicious nodes to 
SMRTI or DSR nodes is set to three fixed values, i.e., 
25%, 50% and 75% of the total number of nodes in the 
network. For each proportion of malicious nodes, the 
performance of SMRTI and DSR nodes is then 
analyzed by varying the maximum velocity (Vmax) 
from 0m/s to 50m/s.  

Scenario III - The impact of network connectivity 
(density of nodes in the network) on the performance 
of SMRTI and DSR nodes against malicious nodes are 
explored in this scenario. 

4.1. Packet Delivery Ratio (PDR) 
As shown in Figure 4(a), the PDR for DSR nodes 

falls steeply from 82% to 20%, when 10% of nodes are 
malicious. Unlike DSR nodes, the PDR for SMRTI 
nodes falls gradually from 82% to 76% on introduction 
of 10% malicious nodes. The primary reason for the 
better performance of SMRTI nodes is due to the 
routing decisions based on trust evaluations. These 
decisions are based on accepting packets only from a 
trusted previous-hop, forwarding packets only to a 
trusted next-hop, propagating only trusted packets, and 
using only trusted routes. Interestingly, similar PDR 
values are obtained for both DSR and SMRTI nodes in 
the absence of malicious nodes. This confirms that the 
trusted nodes do not incur additional overheads in 
terms of additional packets.  

Figure 4(b) presents the PDR for both SMRTI and 
DSR nodes under varying maximum velocity and three 
different proportions of malicious nodes. For both 25% 
and 50% malicious nodes, SMRTI nodes need to 
classify only a fixed set of neighbours when the 
maximum velocity is 0m/s. Given that the proportions 
of malicious nodes are not greater than the SMRTI 
nodes in the network, SMRTI nodes can always find a 
fixed benign route for communications. This leads to a 
peak PDR at 0m/s.  As the maximum velocity 
increases in the intervals of 5m/s, the PDR for SMRTI 
nodes falls gradually. The decrease is due to the loss of 
data packets and increased route discoveries, which are 
caused by broken links and node mobility respectively. 
Alternatively, for 75% malicious nodes, SMRTI nodes 
experience a low PDR at 0m/s. The reasoning rests on 
the facts that the proportion of malicious nodes in the 
environment of a SMRTI node is high and they are 

TABLE 1 - PARAMETERS FOR SIMULATION 
Total simulation time 300 s 
Total number of nodes 100 
Radio range 250 m 
Maximum velocity (Vmax) 20 m/s 
Pause time 10s 
Simulation area 1200x1200 m2

Total CBR connections  20 
Data payload 512 bytes 
Threshold-limit (∆)  0.50 

(a) PDR Vs Malicious nodes (0-100)         (b) PDR Vs Mobility (0m/s-50m/s)       (C) PDR Vs Simulation area (2500m2-250000m2)
Figure 4. Evaluation of Packet Delivery Ratio (PDR) for SMRTI and DSR nodes against malicious nodes 
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fixed. Hence, the model struggles to find a valid route 
irrespective of the capability to identify the malicious 
nodes. As the maximum velocity increases, the PDR 
also increases considerably. However, the PDR fails to 
show significant increase beyond 25m/s, due to the 
increased node mobility and broken links.  

Figure 4(c) represents the scenario in which the 
PDR decreases with increasing simulation area. At 
high densities, path lengths of one or two-hops account 
for peak PDR values. Gradual increase in simulation 
area results in disconnected clusters of nodes across the 
network. Further increase leads to a sparsely connected 
network and then finally to a disconnected network. 
This confirms that the scope of malicious actions can 
be considered as long as the network is operational. 

5. Conclusion 
We have proposed a novel reputation-based trust 

model known as Secure MANET Routing with Trust 
Intrigue (SMRTI) to enhance the security of mobile ad 
hoc networks.  The detection component in our model 
captures evidence in an efficient manner and from 
broader perspectives, including the novel approach for 
communicating recommendations. Our approach does 
not require any additional packets or information in the 
headers for communicating recommendations. Hence it 
is simple and does not incur additional overhead and 
complexity. In our model, the reaction component 
predicts the future behaviour of nodes by utilizing the 
captured evidence. It then applies its prediction to 
enhance the security of communications depending on 
the decision policies such as whether to send a packet 
to or forward a packet on behalf of other nodes. The 
simulation results confirm that SMRTI is very efficient 
in capturing the evidence for differentiating 
misbehaving nodes from benign nodes. In our future 
work, we anticipate integrating SMRTI with secure 
routing and Fellowship models. 
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